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Abstract—Wireless spoofing attacks are easy to launch and
can significantly impact the performance of networks. Although
the identity of a node can be verified through cryptographic
authentication, conventional security approaches are not always
desirable because of their overhead requirements. In this paper,
we propose to use location information, a physical property
associated with each node, hard to falsify, and not reliant on
cryptography, as the basis for (1) detecting spoofing attacks;
(2) determining the number of attackers when multiple adver-
saries masquerading as a same node identity; and (3) localizing
multiple adversaries. We formulate the problem of determining
the number of attackers as a multi-class detection problem. We
first propose two cluster-based mechanisms to determine the
number of attackers. We then develop SILENCE that employs the
minimum distance testing of RSS values in addition to cluster
analysis and can achieve better accuracy than other methods
under study that merely use cluster analysis alone. We further
developed an integrated detection and localization system that
can localize the positions of multiple attackers. We evaluated
our techniques through two testbeds using both an 802.11 (WiFi)
network and an 802.15.4 (ZigBee) network in two real office
buildings. Our experimental results show that SILENCE can
achieve over 90% Hit Rate and Precision when determining the
number of attackers. Additionally, our localization results using
a representative set of algorithms provide strong evidence of high
accuracy of localizing multiple adversaries.

I. INTRODUCTION

Due to the openness of the wireless transmission medium,
adversaries can monitor any transmission. Further, adversaries
can easily purchase low-cost wireless devices and use these
commonly-available platforms to launch a variety of attacks
with little effort. Among various types of attacks, identity-
based spoofing attacks are especially easy to launch and
can cause significant damage to network performance. For
instance, in an 802.11 network, it is easy for an attacker
to gather useful MAC address information during passive
monitoring and then modify its MAC address by simply
issuing an ifconfig command to masquerade as another device.
In spite of existing 802.11 security techniques including Wired
Equivalent Privacy (WEP), WiFi Protected Access (WPA),
or 802.11i (WPA2), such methodology can only protect data
frames - an attacker can still spoof management or control
frames to cause significant impact on networks.

Spoofing attacks can further facilitate a variety of traffic
injection attacks [1], [2], such as attacks on access control lists,
rogue access point attacks, and eventually Denial-of-Service
(DoS) attacks. A broad survey of possible spoofing attacks

can be found in [3], [4]. Moreover, under a malicious attack,
multiple adversaries may masquerade as the same identity
and collaborate to launch a denial-of-service attack quickly.
Therefore, it is important to (1) detect the presence of spoofing
attacks, (2) determine the number of attackers, and (3) localize
multiple adversaries and eliminate them.

Most existing approaches to address potential spoofing at-
tacks employ cryptographic schemes [5], [6], which require
key management overhead. In this work, we propose to use
location information, a physical property associated with each
node that is hard to falsify and not reliant on cryptography
as the basis for detecting spoofing attacks. Since we are
concerned with attackers who have different locations than
legitimate wireless nodes, utilizing location information to
address spoofing attacks has the unique power to not only
identify the presence of these attacks but also localize adver-
saries. An added advantage of employing location to detect
spoofing attacks is that it will not require any additional cost
or modification to the wireless devices themselves.

The works that are closely related to us are [3], [7], [8]. [3]
proposed the use of matching rules of signalprints for spoofing
detection, [7] modeled the RSS readings using a Gaussian
mixture model and [8] used RSS and K-means cluster analysis
to detect spoofing attacks. However, none of these approaches
have the ability to determine the number of attackers (when
multiple adversaries use a same identity to launch attacks),
which is the basis to further localize multiple adversaries
after attack detection. Although [8] studied how to localize
adversaries, it can only handle the case of a single spoofing
attacker and cannot localize the attacker if the adversary uses
different transmission power levels.

The main contributions of our work are: (1) GADE: a
Generalized Attack Detection ModEl that can both detect
spoofing attacks as well as determine the number of ad-
versaries using cluster analysis methods based on spatial
correlations among normal devices and adversaries; and (2)
IDOL: an Integrated DetectiOn and Localization system that
can both detect attacks as well as find the positions of multiple
adversaries even when the adversaries vary their transmission
power levels.

In GADE, The Partitioning Around Medoids (PAM) cluster
analysis method is used to perform attack detection. We then
formulate the problem of determining the number of attackers
as a multi-class detection problem. We proposed two cluster
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analysis methods, namely Silhouette Plot and System Evolu-
tion. We further developed a mechanism called SILENCE for
testing SILhouette Plot and System EvolutioN with Minimum
DistanCE of clusters, which performs the minimum distance
testing in addition to the cluster analysis to improve the
accuracy of determining the number of attackers. The key
advantage of our approach is that our detector can determine
the number of attackers, which is a challenging problem that
has not been addressed by prior work.

Moreover, we developed an integrated system, IDOL, which
utilizes the results of the number of attackers returned by
SILENCE to further localize multiple adversaries. As we
demonstrated through our experiments using both an 802.11
networks as well as an 802.15.4 network in two real office
building environments, GADE is highly effective in spoofing
detection - SILENCE can accurately determine the number
of attackers with over 90% hit rates and precision. Further,
using a set of representative localization algorithms, we show
that IDOL can achieve similar localization accuracy when
localizing adversaries to that of under normal conditions.
One key observation is that IDOL can handle attackers using
different transmission power levels, thereby providing strong
evidence of the effectiveness of localizing multiple adversaries
when there are multiple attackers in the network.

The rest of the paper is organized as follows. We place
our work in the context of related research in Section II.
We present GADE, our generalized attack detection model in
Section III. We formulate the problem of determining the num-
ber of attackers using multi-class detection and propose our
cluster-analysis based mechanisms in Section I'V. In Section V,
we present IDOL, the integrated detection and localization
system. Finally, we conclude our work in Section VI.

II. RELATED WORK

The traditional approach to prevent spoofing attacks is to use
cryptographic-based authentication [5], [6]. As it is not always
desirable to use authentication due to limited resources on
nodes and infrastructural overhead involved, recently new ap-
proaches utilizing physical properties associated with wireless
transmission have been proposed. [4] has introduced a security
layer that is separate from conventional network authentication
methods using forge-resistant relationships based on the packet
traffic. [9] utilizes properties of the wireless channel to support
security objectives. The works that are most closely related to
us are [3], [7]: one proposed the use of matching rules of
signalprints for spoofing detection, and the other modeled the
RSS readings using a Gaussian mixture model. However, none
of these approaches are capable of determining the number
of attackers when there are multiple adversaries collaborating
to use the same identity to launch malicious attacks. Further,
they don’t have the ability to localize the positions of the
adversaries after attack detection.

Turning to studying localization techniques, in spite of
its several meter-level accuracy, using RSS [10]-[13] is an
attractive approach because it can reuse the existing wireless
infrastructure and is highly correlated with physical locations.
Dealing with ranging methodology, range-based algorithms in-
volve distance estimation to landmarks using the measurement

Fig. 1. Tllustration of RSS readings from two physical locations.

of various physical properties such as RSS [10], [11], Time Of
Arrival (TOA) [14] and Time Difference Of Arrival (TDOA).
Range-free algorithms [15] use coarser metrics to place bounds
on candidate positions. Another method of classification de-
scribes the strategy used to map a node to a location. Lateration
approaches [14], use distances to landmarks, while angulation
uses the angles from landmarks. Scene matching strategies [10]
use a function that maps observed radio properties to locations
on a pre-constructed signal map or database.

In this work, we focus on static nodes, which are common
for spoofing scenarios [7]. We will address spoofing detection
in mobile environments in future work. Our work differs from
the previous work in that we use the location information to
assist in attack detection instead of relying on cryptographic-
based approaches. Further, our work is novel because none
of the exiting work can determine the number of attackers
when there are multiple adversaries masquerading as the
same identity. Moreover, our approach can accurately localize
multiple adversaries even when the attackers varying their
transmission power levels to trick the system of their true
locations.

III. GADE: GENERALIZED ATTACK DETECTION MODEL

In this section, we present a Generalized Attack Detection
ModEl (GADE), which consists of two phases: attack detec-
tion, which detects the presence of an attack, and number
determination, which determines the number of adversaries
and will be presented in the next section.

A. Cluster Analysis for Attack Detection

We formulate spoofing detection as a statistical signifi-
cance testing problem, where the null hypothesis is Hj
normal (no attack). In significance testing, a test statistic T
is used to evaluate whether the observed data belongs to the
null-hypothesis or not. For a detailed description of using
significance testing for spoofing detection, please refer to our
previous work [8].

The challenge in spoofing detection is to devise strategies
that use the uniqueness of location, but not using location
directly as the attackers’ positions are unknown. We propose
to use received signal strength (RSS), a property closely
correlated with location in physical space and is readily
available in the existing wireless networks. We define the RSS
value vector as s = {s1, S2, ..., } where n is the number of
landmarks/access points (APs) that are monitoring the RSS of
the wireless nodes and know their locations. Since a RSS vec-
tor presents strong spatial relations, each RSS reading vector
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corresponds to a point in a n-dimensional signal space [16],
and the RSS readings from the same physical location will
belong to the same cluster points in the n-dimensional signal
space, while the RSS readings from different locations should
form different clusters in signal space. We assume that when a
spoofing attack is conducted, the victim node is also present in
the same management domain of the network. Figure 1 shows
RSS reading vectors of three landmarks from two different
physical locations. Clearly, two clusters are formed. Based on
this observation, we propose to use cluster analysis as our
theoretic foundation to perform spoofing detection.

The Partitioning Around Medoids (PAM) Method [17] is
a popular iterative descent clustering algorithm. The PAM
method arbitrarily chooses K sample points as the initial
medoids if we partition the data set into K clusters. It then
subsequently swaps new sample points as new medoids to
reduce the cost of the objective function, which is the sum
of the dissimilarities of all the sample points to their nearest

medoid: X
Jmin = Z Z ||Sn - Mj||27

J=1 SnECj

(D

where s, is a RSS vector representing the nth sample point
and Mj is the sample point that is chosen as the medoid for
the jth cluster C; in signal space. Compared to the popular
K-means method [8], the PAM method is more robust in the
presence of noise and outliers. Thus, the PAM method is more
suitable in determining clusters from RSS streams, which can
be unreliable and varying with time due to random noise and
environmental bias [18].

In our attack detection phase, we partition the RSS vectors
from the same node identity into 2 clusters (i.e. X = 2)
no matter how many attackers are using this identity, since
our objective is to detect the presence of attacks. We then
choose the distance between two medoids D,, as the test
statistic T" in our significance testing for spoofing detection,
D,,, = ||M; —M;||, where M, and M are the medoids of two
clusters. We note that different from most existing work, e.g.,
[7], our spoofing detectors do not assume RSS readings follow
any distributions (e.g. Gaussian distribution). Under normal
conditions, the test statistic I,,, should be small since there
is basically only one cluster from a single physical location.
However, under a spoofing attack, there is more than one node
at different physical locations claiming the same node identity.
As a result, more than one clusters will be formed in the signal
space and D,, will be large as the medoids are derived from
the different RSS clusters associated with different locations
in physical space.

B. Experimental Methodology

We next present our experimental methodology. We con-
ducted experiments in two office buildings: one is the Wireless
Information Network Laboratory (WINLAB) using an 802.11
(WiFi) network and the other is the Computer Science De-
partment at Rutgers University using an 802.15.4 (ZigBee)
network as presented in Figure 2. The size of these two floors
are 219x169ft and 200x80ft respectively. Figure 2 (a) shows 5
landmarks in red stars in the 802.11 networks, whereas there
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Fig. 2. Landmark setups and testing locations in two networks within two
office buildings.
are 4 landmarks deployed as red triangles in the 802.15.4
network shown in Figure 2 (b).

The small dots in the floor maps are the locations used for
testing. There are 101 locations for the 802.11 network and
94 locations for the 802.15.4 network. At each location, 300
packet-level RSS samples are collected. Further, to evaluate
the robustness of our approach in handling attacks using
different transmission power levels, we collected packets at
varying transmission power levels from 30mW (15dBm) to
1mW (0dBm) for the 802.11 network. We randomly chose
point combinations on the floor and treated one point as the
position of the original node, and the rest as the positions
of the spoofing nodes. Then, we ran tests through all the
possible combinations of testing points for cases of 2, 3, and 4
attackers masquerading as a single node identity. In addition,
we built an integrated system to both detect attacks as well as
localize the positions of adversaries. We use the leave-one-out
method in localization algorithms, which means we choose one
location as the testing node whereas the rest of the locations
as training data. The experimental results will be presented in
the following sections respectively.

C. Evaluation of attack detection

Impact of Threshold and Sampling Number: The
thresholds of test statistics define the critical region for the
significance testing. Appropriately setting a threshold 7 en-
ables the attack detector to be robust to false detections.
Figure 3 shows the Cumulative Distribution Function (CDF)
of D,, in signal space under both normal conditions as well
as with spoofing attacks. We observed that the curve of D,,
shifted greatly to the right under spoofing attacks. Thus, when
D,,, > 7, we can declare the presence of a spoofing attack.
The short lines across the CDF lines are the averaged variances
of D,, under different sampling numbers. We observed that
the CDF curves of different sampling numbers are almost
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Fig. 3. 802.11 network: Cumulative Distribution Function (CDF) of distance
between medoids Dy, in signal space.

mixed together, which indicate that for a given threshold 7
similar detection rate will be achieved under different sampling
numbers. However, the averaged variance decreases with the
increasing number of samples - the short-term RSS samples is
not as stable as the long-term RSS samples. The more stable
the D,,, is, the more robust the detection mechanism can be.
Therefore, there is a trade off between the number of RSS
samples needed to perform spoofing detection and the time the
system can declare the presence of an attack. For this study
we use 200 RSS samples, which has a variance of 0.84dB.

Handling Different Transmission Power Levels: If a
spoofing attacker sends packets at a different transmission
power level from the original node, based on our cluster
analysis there will be two distinct RSS clusters in signal space
(i.e., D,, will be large). We varied transmission power for an
attacker from 30mW (15dBm) to 1mW (0dBm). We found
that in all cases D, is larger than normal conditions. Fig-
ure 3 (b) presents an example of the Cumulative Distribution
Function (CDF) of the D,,, for the 802.11 network when the
spoofing attacker used transmission power of 10dB to send
packets, whereas the original node used 15dB transmission
power level. We observed that the curve of D,, under the
different transmission power level shifts to the right indicating
larger D,,, values. Thus, spoofing attacks launched by using
different transmission power levels will be detected effectively
in GADE.

Performance of Detection: To evaluate the effectiveness of
using cluster analysis for attack detection, Figure 4 presents
the ROC curves of using D,, as a test statistic to perform
attack detection for both the 802.11 and the 802.15.4 networks.
The results are encouraging, showing that for false positive
rates less than 10%, the detection rate are above 98% when
the threshold 7 is around 10dB. Even when the false positive
rate goes to zero, the detection rate is still more than 95%
for both networks. Further, we obtained similar results to [§]
when studying the effects on the detection rate by varying
the distance between the spoofing node and the original node.
This indicates that GADE is highly effective in detecting the
presence of an attack.

IV. DETERMINING THE NUMBER OF ATTACKERS

After detecting the presence of a attack, the next phase is
to determine the number of attackers, using the same node
identity to launch spoofing attacks, so that we can further
localize the multiple adversaries and eliminate them. We first
describe how to measure the accuracy when determining the
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Fig. 4. Receiver Operating Characteristic (ROC) curves when using PAM
method to perform attack detection.

number attackers. We then present two mechanisms, Silhouette
Plot and System Evolution. Next, we describe the SILENCFE
mechanism that we developed, which performs an evaluation
based on minimum cluster distance on top of the cluster
analysis to improve the accuracy of determining the number
of attackers.

A. Effectiveness

Inaccurate estimation of the number of attackers will cause
failure in localizing the multiple adversaries. As we do not
know how many adversaries will use the same node identity to
launch attacks, determining the number of attackers becomes
a multi-class detection problem and is similar to determining
how many clusters exist in the RSS readings. If C' is the
set of all classes, i.e., all possible combination of number
of attackers. For instance, C' = {1,2,3,4}. For a class of
specific number of attackers c¢;, e.g., ¢; = 3, we define P;
as the positive class of ¢; and all other classes (i.e., all other
number of attackers) as negative class IV;:

Pi = Cq, (2)
N; = U ¢ € C. 3)
J#i

Further, we are interested in the statistical characterization of
the percentage that the number of attackers can be accurately
determined over all possible testing attempts with mixed
number of attackers. Associated with a specific number of
attackers, 7, we define the Hit Rate HR; as HR; = %
where Ny is the true positive detection of class c;. Let
Ntaise be the false detection of the class ¢; out of the negative
class INV; that do not have ¢ number of attackers. We then define
the false positive rate F'P; for a specific number of attackers
of class ¢; as F'P; = % Then the Precision is defined as:

Ntrue

Precision; = ——————.
Ntrue + Nfalse

“4)

F-measure: F-measure is originated from information re-
trieval and measures the accuracy of a test by considering both
the Hit Rate and the Precision [19]:

F — measure; = (5)

1
Precision;

Multi-class ROC graph: We further use the multi-class
ROC graph to measure the effectiveness of our mecha-
nisms. Particularly, we use two methods [20]: class —

1 .
HitRate;
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reference based and benefit — error based. The class-
reference based formulation produces C' different ROC curves
when handling C' classes based on P; and N;. Further, in the
C-class detection problem the traditional 2x2 confusion ma-
trix, including True Positives, False Positives, False Negatives,
and True Negatives, becomes an CxC matrix, which contains
the C benefits (true positives) and C? — C possible errors
(false positives). The benefit-error based method is based on
the CxC matrix. For example, when C' = 3 with possible
number of attackers of {2,3,4}, the benefits are 3 and the
possible errors are 6.

B. Silhouette Plot

1) Attacker Number Determination: A Silhouette Plot is a
graphical representation of a cluster [21]. To determine the
number of attackers, we construct Silhouettes in the following
way: the RSS sample points S = {s1,...,sn} (with N as the
total number of samples) are the data set and we let C =
(c1,...,ck) be its clustering into K clusters. Let d(sy,s;) be
the distance between s; and s;. Let ¢; = {s, ..., s).;} be
the j-th cluster, j = 1,..., K, where m; = |c;|. The average
distance a; between the i-th RSS vector in the cluster ¢; and
the other RSS vectors in the same cluster is thus given by:

TYL]

al = _1Zd (sl,s1), i=1,..,m;. (6)
k;él

Further, the minimum average distance between the i-th RSS
vector in the cluster ¢; and all the RSS vectors clustered in
the clusters ci, k= 1,..., )< k 75 ] is glven by:
bg—nrrlnn {—Zd boi=1,...,m;
n#j
Then the silhouette width of the i-th RSS vector in the cluster
¢; is defined as:

)

, bW —adl
T R e S (8)
max{a], b}
From the Equation (8), it follows that —1 < w’ < 1. We can
now define the silhouette of the cluster ¢y
9)

LSt
mj —
Hence, the global Silhouette index for partition p that partitions
the data set into K clusters is given by:

1 K
j=1

(10)

[ Number of Attackers [ 2 T 3 1 4 7]
802.11 network, Hit Rate 99.59% | 89.81% | 80.52%
802.11 network, Precision 91.85% 87.29% 99.33%
802.11 network, F-measure 95.56% 88.53% 88.94%
802.15.4 network, Hit Rate 99.46% | 91.05% | 83.77%
802.15.4 network, Precision 93.22% 85.71% | 99.67%
802.15.4 network, F-measure | 96.24% 88.30% | 91.03%

TABLE I
SILHOUETTE PLOT: HIT RATE, PRECISION, AND F-MEASURE OF
DETERMINING THE NUMBER OF ATTACKERS

Finally, we define Silhouette Coefficient SC' to determine the
number of attackers:

SC’:mI?xW(K)p. an
SC' is used for the selection of a "best" value of the cluster
number K (i.e., the optimal number of attackers) by choosing
the K to make W (K) as high as possible across all partitions.
Since the objective of constructing silhouettes is to obtain SC,
we note that there are no adjustable parameters in this detection
scheme.

2) Experimental Evaluation: Table I presents experimental
values of Hit Rate, Precision, and F-measure when the attacker
number ¢ = {2,3,4} for both the 802.11 and the 802.15.4
networks. We observed that the performance of Silhouette Plot
in both networks are qualitatively the same. We found that
when the number of attackers equals to 2, i.e., 2 attackers mas-
querading the same identity in the network, the Silhouette Plot
achieves both the highest Hit Rate, above 99%, and the highest
F-measure value, over 95%. Further, the case of 4 attackers
achieves the highest Precision above 99%, which indicates
that the detection of the number of attackers is more accurate,
however, the Hit Rate decreases to about 80%. Moreover, the
Precision of the case of 3 attackers is lower than the cases of 2
and 4 attackers. This is because the cases of 2 attackers and 4
attackers are likely to be mistakenly determined as the case of
3 attackers. In general, our observation indicates that the Hit
Rate decreases as the number of attackers increases. However,
when the number of attackers increases, the adversaries also
increase the probability to expose themselves. In the rest of
our study we will only present the results up to 4 attackers
that masquerade the same node identity simultaneously.

C. System Evolution

1) Attacker Number Determination: The System Evolution
is a new method to analyze cluster structures and estimate the
number of clusters [22]. The System Evolution method uses
the twin-cluster model, which are the two closest clusters (e.g.
clusters a and b) among K potential clusters of a data set. The
twin-cluster model is used for energy calculation. The Partition
Energy F,(K) denotes the border distance between the twin
clusters, whereas the Merging Energy FE,,(K) is calculated as
the average distance between elements in the border region
of the twin clusters. The border region includes a number of
sample points chosen from clusters a and b that are closer to
its twin cluster than any other points within its own cluster.
For instance, if cluster a contains total M, sample points, in
the twin-cluster model, a will be partitioned into D, = \/]2\7“
parts. Then the number of sample points in the border region
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Fig. 6. System Evolution: detection of 4 adversaries masquerading the same
node identity.

is defined as n, = 1\510,. The same rule is carried out for its

twin cluster b. Thus we compute the Partition Energy E,(K)
as:

1 -
E,(K) = —— D(a;, b
W) = o (O min, Dlaws)
ny
+Zi:r{1’i“rkaD(a“bj)}, (12)
j=1
and the Merging Energy E,,(K) as:
1 (na+np—1) (na+ny)
En(K) = Ggmy Z > Dsisy), (3
( 2 ) J =1+1

where D(a;, bj) is the Euclidean/Pearson distance between the
elements a; and b; in clusters a and b respectively. And s;,s; €
{a;}J{b;}, which are the elements in the border region of the
twin clusters.

The basic idea behind using the System Evolution method
to determine the number of attackers is that all the rest of
clusters are separated if the twin clusters are separable. Starting
from the initial state with K = 2, the algorithm works with
PAM by changing the number of clusters in a data set through
the partitioning process E,(K) > E,,(K) and the merging
process E,,(K) > E,(K) alternatively. The algorithm stops
when it reaches a equilibrium state K,ptimai, at which the
optimal number of clusters is found in the data set: K,ptimar =
K,if E,(K) > E,(K) and E,(K + 1) < E,,,(K +1).

Figure 6 presents an example of using the System Evolution
method to determine the number of attackers in the 802.11
network. It shows the energy calculation vs. the number
of clusters. The Ko piimar is obtained when K = 4 with
E,(4) > E,(4) and E,(5) < E,,(5) indicating that there
are 4 adversaries in the network using the same identity to
perform spoofing attacks.

2) Experimental Evaluation: In this section, we show our
study of System Evolution using multi-class ROC graphs. We
perform threshold 7’ testing on E,(K)—E,, (K ). We can then
obtain the number of attackers K p¢imq based on: Koprimar =
K,if E,(K)—E,(K)> 7 and E,(K+1)—E,,(K+1) < 1’
Figure 7 presents the multi-class ROC graphs using both class-
reference based method (i.e., the cases of 2 and 4 attackers)
and benefit-error based method (i.e., the case of 3 attackers)
by varying the threshold 7’. Because of the overall higher Hit
Rate under the 802.15.4 network, we only present the results of
the 802.11 network in Figure 7. By using the class-reference
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Fig. 7. System Evolution in 802.11 network: Multi-class Receiver Operating
Characteristic (ROC) Graphs of Hit Rate vs. False Positive.

based method, in Figure 7 (a) and (b), we observed better
performance of Hit Rate under the case of 2 attackers than the
case of 4 attackers when the False Positive Rate decreases.
Turning to examine the ROC graphs of the case of 3 attackers
by using the benefit-error based method as shown in Figure 7
(¢) and (d), we found that bounded by less than 10% False
Positive Rate, the Hit Rate is lower when treating 4 attackers
as errors than treating 2 attackers as errors. This indicates that
the probability of misclassifying 3 attackers as 4 attackers is
higher than that of misclassifying 3 attackers as 2 attackers.

D. The SILENCE Mechanism

The advantage of Silhouette Plot is that it is suitable for
estimating the best partition. Whereas the System Evolution
method performs well under difficult cases such as when
there exists slightly overlapping between clusters and there
are smaller clusters near larger clusters [22]. However, we
observed that for both Silhouette Plot and System Evolution
methods, the Hit Rate decreases as the number of attackers
increases, although the Precision increases. This is because
the clustering algorithms can not tell the difference between
real RSS clusters formed by attackers at different positions
and fake RSS clusters caused by outliers and variations of the
signal strength. Figure 8 illustrates such a situation where there
are 3 attackers masquerading the same identity. Silhouette
Plot returns the number of attackers K, = 4 as shown in
Figure 8 (a). We found that the minimum distance between
two clusters in Silhouette Plot is very small because two
clusters are actually from a single physical location. Further,
Figure 8 (b) shows that System Evolution returns the number
of attackers K . = 3, the correct number of attackers, and
the minimum distance between two clusters is large indicating
that the clusters are from different physical locations.

Based on this observation, we developed SILENCE, test-
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Fig. 8. Illustration of the minimum cluster distance using cluster analysis
methods under the case of 3 attackers

[ Number of Attackers [ 2 [ 3 [ 4 |

802.11 network, Hit Rate 99.67% | 98.21% | 90.06%
802.11 network, Precision 98.86% 91.42% | 99.72%
802.11 network, F-measure 99.27% 94.69% 94.64%
802.15.4 network, Hit Rate 99.93% | 96.04% | 87.80%
802.15.4 network, Precision 96.99% 89.04% | 99.96%
802.15.4 network, F-measure 98.44% 92.41% 93.49%

TABLE 11
SILENCE: HIT RATE, PRECISION, AND F-MEASURE OF DETERMINING
THE NUMBER OF ATTACKERS

ing SILhouette Plot and System EvolutioN with minimum
distanCE of cluster, which evaluates the minimum distance
between clusters on top of the pure cluster analysis to improve
the accuracy of determining the number of attackers. The
number of attackers K in SILENCE is thus determined by:

K, if K, =K,:
K, if min(D2) ., > min(D%) k., ;

Ky if min(D*) k., < min(D%%) k.,

K= (14)

where D% is the observed value of D,,, between two clusters.
SILENCE takes the advantage of both Silhouette Plot and
System Evolution and further makes the judgment by checking
the minimum distance between the returned clusters to make
sure the clusters are produced by attackers instead of RSS
variations and outliers. Hence, when applying SILENCE to
the case shown in Figure 8, SILENCE returns K = 3 as the
number of attackers, which is the true positive in this example.

1) Experimental Evaluation: The effectiveness of using
SILENCE to determine the number of attackers is presented
in Table II. And Figure 9 presents the comparison of Hit Rate
and F-measure of SILENCE to those of Silhouette Plot and
System Evolution methods. The key observation is that there
is a significant increase of Hit Rate for all the cases of the
number of attackers under study. In particular, for the 802.11
network, the Hit Rate has increased from 89% ~ 92% in
Silhouette Plot and System Evolution to 98% using SILENCE
for the case of 3 attackers and from 80% ~ 82% to 90%
for the 4 attackers case. Whereas for the 802.15.4 network,
the Hit Rate has increased from around 91% ~ 95% to
96% in SILENCE for the case of 3 attackers and from 84%
to 88% for the 4 attackers case. Further, We observed that
SILENCE has better performance over all the 2, 3 and 4
attackers in terms of F-measure. The overall improvement of
F-measure is from 91% to 96% for 802.11 network, and from
92% ~ 93% to 95% for 802.15.4 network. Further, comparing
with Silhouette Plot and System Evolution, the computational
cost of SILENCE does not increase much. We experienced that
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..... [JSystem Evolution|
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o215%
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:::::

(b) 802.15.4: Hit Rate
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Fig. 9. Hit Rate and F-measure comparison of SILENCE to methods using
cluster analysis alone such as Silhouette and System Evolution.

Overall

Overall

SILENCE can determine the number of attackers within one
second for each experimental run. These results demonstrate
that SILENCE, a mechanism that combines minimum distance
testing and cluster analysis together to perform multi-class
attacker detection, is more effective than using techniques
based on cluster analysis alone.

V. IDOL: INTEGRATED DETECTION AND LOCALIZATION
FRAMEWORK

In this section we present our integrated system that can both
detect spoofing attacks, determine the number of attackers,
and localize multiple adversaries. The experimental results
are presented to evaluate the effectiveness of our approach,
especially when attackers using different transmission power
levels.

A. Framework

The traditional localization approaches are based on av-
eraged RSS from each node identity inputs to estimate the
position of a node. However, in wireless spoofing attacks,
the RSS stream of a node identity may be mixed with RSS
readings of both the original node as well as spoofing nodes
from different physical locations. The traditional method of
averaging RSS readings cannot differentiate RSS readings
from different locations and thus is not feasible for localizing
adversaries.

Different from traditional localization approaches, our in-
tegrated detection and localization system utilizes the RSS
medoids returned from SILENCE as inputs to localization
algorithms to estimate the positions of adversaries. The return
positions from our system includes the location estimate of the
original node and the attackers in the physical space.

Handling adversaries using different transmission power
levels: An adversary may vary the transmission power levels
when performing spoofing attacks so that the localization
system cannot estimate its location accurately. We examine
the pass loss equation that models the received power as a
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Fig. 10. Bayesian graphical model in our study.

function of the distance to the landmark:
d
P(d)[dBm] = P(dp)[dBm] — 10vlog;, (d) , (15)
0

where P(dy) represents the transmitting power of a node at the
reference distance dj, d is the distance between the transmit-
ting node and the landmark, and ~ is the path loss exponent.
Further, we can express the difference of the received power
between two landmarks, ¢ and j, as:

P(dz) - P(d]) = 1077510%10((%) - 107]'10%10(%)' (16)

Based on Equation (16), we found that the difference of the
corresponding received power between two different land-
marks is independent of the transmission power levels. Thus,
when an adversary residing at a physical location varies its
transmission power to perform a spoofing attack, the difference
of the RSS readings between two different landmarks from the
adversary is a constant since the RSS readings are obtained
from a single physical location. We can then utilize the
difference of the medoids vectors in signal space obtained from
SILENCE to localize adversaries.

B. Algorithms

In order to evaluate the generality of IDOL for localizing
adversaries, we have chosen a set of representative localization
algorithms ranging from nearest neighbor matching in signal
space (RADAR [10]), to probability-based (Area-Based Prob-
ability [11]), and to multilateration (Bayesian Networks [23]).

RADAR-Gridded: The RADAR-Gridded algorithm is a
scene-matching localization algorithm extended from [10].
RADAR-Gridded uses an interpolated signal map, which is
built from a set of averaged RSS readings with known (z,y)
locations. Given an observed RSS reading with an unknown
location, RADAR returns the x, y of the nearest neighbor in
the signal map to the one to localize, where “nearest” is defined
as the Euclidean distance of RSS points in an N-dimensional
signal space, where NN is the number of landmarks.

Area Based Probability (ABP): ABP also utilizes an
interpolated signal map [11]. Further, the experimental area is
divided into a regular grid of equal sized tiles. ABP assumes
the distribution of RSS for each landmark follows a Gaussian
distribution with mean as the expected value of RSS reading
vector s. ABP then computes the probability of the wireless
device being at each tile L;, with ¢ = 1...L, on the floor using
Bayes’ rule:

P(LZ|S) = P(S)

a7)

- - -RADAR-Grided Averaged RSS 0.3]
~—— RADAR-Grided Medoids
- - - ABP-Median Averaged RSS 02
~—— ABP-Median Medoids
- - - Bayesian Networks Averaged RSS| 01 7
— Bayesian Networks Medoids 7

- - -RADAR-Grided Averaged RSS
~—— RADAR-Grided Medoids

- - - ABP-Median Averaged RSS
~—— ABP-Median Medoids

- - -Bayesian Networks Averaged RSS|
— Bayesian Networks Medoids

40 50

0 10 50 0 10

20 30 2 30
Error (feet) Error (feet)

(a) 802.11 network (b) 802.15.4 network

Fig. 11.  Comparison of localization errors between using medoids from
cluster analysis and using averaged RSS.
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Fig. 12. Localization errors when adversaries using different transmission
power levels.

Given that the wireless node must be at exactly one tile
satisfying ZiLzl P(L;|s) =1, ABP normalizes the probability
and returns the most likely tiles/grids up to its confidence a.
Bayesian Networks (BN): BN localization is a multilatera-
tion algorithm that encodes the signal-to-distance propagation
model into the Bayesian Graphical Model for localization [23].
Figure 10 shows the basic Bayesian Network used for our
study. The vertices X and Y represent location; the vertex
s; is the RSS reading from the ith landmark; and the vertex
D, represents the Euclidean distance between the location
specified by X and Y and the ith landmark. The value of s;
follows a signal propagation model s; = by;+b1; log D;, where
bo;, b1; are the parameters specific to the ith landmark. The
distance D; = /(X — ;)2 + (Y — y;)? in turn depends on
the location (X,Y") of the measured signal and the coordinates
(x;, y;) of the ith landmark. The network models noise
and outliers by modeling the s; as a Gaussian distribution
around the above propagation model, with variance 7;: s; ~
N (bo; + b1;log D;, ;). Through Markov Chain Monte Carlo
(MCMC) simulation, BN returns the sampling distribution of
the possible location of X and Y as the localization result.

C. Experimental Evaluation

Figure 11 presents the localization error CDF when using
the returned RSS medoids from SILENCE and the averaged
RSS respectively for RADAR-Gridded, ABP, and Bayesian
Networks in two networks. We observed similar localization
performance when using the returned RSS medoids to the
traditional approaches using averaged RSS. Further, Figure 12
presents the CDF of localization error of RADAR-Gridded
and ABP when adversaries using different transmission power
levels. To evaluate the performance of our approach by using
the difference of returned medoids, three cases are presented
in Figure 12: (1) Adversaries used the same transmission
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power levels as the original node and the returned medoids
are used; (2) Adversaries changed their transmission power
level from 15dB to 10dB and the returned medoids are used;
and (3) Adversaries changed their transmission power level
from 15dB to 10dB and the difference of returned medoids
are used. The key observation from Figure 12 is that the
performance of using the difference of returned medoids in
handling adversaries using different transmission power levels
is comparable to the results when adversaries used the same
transmission power levels as the original node. Further, the
localization performance is much worse than the traditional
approaches if the difference of returned medoids is not used
when localizing adversaries using different transmission power
levels, shown as the case 2 above. In particular, when using
our approach we can achieve the median error of 13 feet for
both RADAR-Grided and ABP in case 3, a 40% ~ 50%
performance improvement, comparing to the median errors of
20 feet and 19 feet for RADAR-Gridded and ABP respectively
in case 2. Thus, IDOL is highly effective in localizing multiple
adversaries with or without changing their transmission power
levels.

VI. CONCLUSION

In this work we proposed to use location information, a
physical property associated with each node, hard to falsify,
and not reliant on cryptography, as the basis for detecting
spoofing attacks in wireless networks. Our spoofing detectors
do not assume the input data follow any distributions. Our
approach can both detect the presence of attacks as well as
determine the number of adversaries, spoofing the same node
identity, so that we can localize any number of attackers and
eliminate them. Determining the number of adversaries is a
particularly challenging problem. We developed SILENCE,
a mechanism that employs the minimum distance testing in
addition to cluster analysis to achieve better accuracy of
determining the number of attackers than other methods under
study, such as Silhouette Plot and System Evolution, that use
cluster analysis alone .

We conducted experiments on two testbeds through both
an 802.11network (WiFi) and an 802.15.4 (ZigBee) network
in two real office building environments. We found that our
detection mechanisms are highly effective in both detecting
the presence of attacks with detection rates over 98% and
determining the number of adversaries, achieving over 90%
hit rates and precision simultaneously when using SILENCE.
Further, based on the number of attackers determined by our
mechanisms, our integrated detection and localization system
can localize any number of adversaries even when attackers
using different transmission power levels. The performance
of localizing adversaries achieves similar results as those
under normal conditions, thereby, providing strong evidence
of the effectiveness of our approach in detecting spoofing
attacks, determining the number of attackers and localizing
adversaries.
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